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PCC Service (Action Required) ADDRV MISCV RIPV EIPV RIPV EIPV Signaling Kernel Space

X

ADDR in SW Action

x x x MCERR x System Crash

0 1 (0] MCERR NO Take Specific Recovery Action
0 1 0 MCERR YES Kerne Panic

1 1 0 MCERR NO Take Specific Recovery Action
1 1 0 MCERR YES May Kernel Panic

0 1 0 MCERR x Optional for Recovery Action
IEEREENE
“ « o CMCl « Log the Error and No

Corrective Action Required
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Possible Actions.
Not part of MFP Tool

MFP : Move
critical workloads
before any memory
failure occur. Avoid
unexpected server
crash for critical

apps.

Usage2: Proactive
DIMM replacement
policy. Reduce DC
TCD.

MFP Model Training

apply trained model for
online prediction

DIMM Health Assessment Model
(DHAM)

Model Training
& Generation

Usage3: Proactively
isolate wear-out
memory page in OS
kernel. Reduce
potential server
failure.

real-time
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error log
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Platform HW+SW Components
(Memory, QPI, PCH+ME, PCle Devices, VR, Thermal/Cooling, BMC)

Enhanced MCA Gen2 (EMCAZ2) based FW First Model of Error Handling in
Intel® Xeon Processor E5/E7 Family

3 MCA recovery FARRIZE

Intel® Memory Failure Prediction: https://www.intel.com/content/www/us/en/software/intel-memory-failure-prediction.html

2 Intel MCA Recovery BiRNA

https://partneruniversity-prc.intel.cn/diweb/catalog/launch/package/4/eid/777016
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Hardware Platform (* Error *)

UCE: Uncorrected Error
CE: Corrected Error
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Tip: BBELZLE
1. BBE& MCA Recovery ET# CPU Data Poisoning I&g.

CPU Data Poisoning H{EZ, —BHURERIR, CPUS
JRXMERHATIRENIE, NELENBRIERHE—MRIR,

HITAWA R G B BIOS B System Memory Poison
I (K2 ) HE OS 2igE MSR 1728 0x178 bitOIZ&E N 1,

(178h) MSR_MCG_CONTAIN

Machine Check Containment Mode Register. This register is used
to configure Containment Mode capabilities of the machine check
architecture of the processor.

Before attempting to access this register, the SW must test the Core
Software Error Recovery Support [24] in the IA32 MCG_CAP
register (MSR 179h).

If the Software Error Recovery Support Bit is not set to 1, a #GP
exception may be raised on access to this register.

Oh

POISON_ENABLE - Enable Poison Mode. When set to 1, Enables
Poison.

RW Mode - Erroneous data coming from memory will be Poisoned.
Errors may be reported in several places.

When set to O (default), indicates Legacy Mode - No poisoning
available.

7 2 BIOS #J System Memory Poison 151
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ENRZEEIN _LHEF/R MCA Recovery #8% patch, HER
ZEE LRENTHES:

CONFIG _X86 _MCE=y

CONFIG _ ACPI _ APEl=y

CONFIG _ ACPI _ APEI _GHES=y

CONFIG _ACPI _APEI _MEMORY _ FAILURE=y
COFIG _ ARCH _ SUPPORTS _ MEMORY _ FAILURE=y
CONFIG _ MEMORY _ FAILURE=y

CONFIG _X86 _MCE _INTEL=m

CONFIG _ACPI _APEI _EINJ=m

CONFIG _ HWPOISON _ INJECT=m
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CPU Intel® Xeon® Gold 6148
AF 32G DDR4 *12
BERGR centos 7.4 + Intel patch
=3 NRLE

EENNNTFEH, FH Ras-Tools TEEMIEN Ue Single.

Ue Double. Ue THP. Ue Store, Ue Instr. Ue Patrol, Ue Llc.
Ue Mlock. Cmcistorm ENMHRERHEE, BNUHEER,

CE 5 UE SBRE AT A IE B KAG R, FRiRIRERE, WEkR
REREFERE, RIEENHRE,

MRENMSNIARBEBZR UESEN 10 ~ 200K, BBEFEMN
UEJEN 1500 ~ 6800 REAFEEN, REM. IREARBRA.
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